[bookmark: _jvetsgkh3jgx]SOC Escalation Matrix Template
[bookmark: _p1er1s463d8l]Purpose
This document defines the escalation matrix used by the Security Operations Center (SOC).

Its purpose is to ensure that security incidents are escalated predictably, based on risk and confidence, with clear ownership, authority, and response expectations.

The escalation matrix exists to prevent stalled incidents, unnecessary disruption, and ambiguity around decision-making authority.
[bookmark: _18p0d5ari8h4]1. Scope
This escalation matrix applies to:

· Security alerts and detections
· Confirmed incidents
· Suspected compromises
· Policy violations
· Third-party security notifications

Out-of-scope event types:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
[bookmark: _efftnetvz5s3]2. Roles and Escalation Levels
Level 0: Detection Sources (SIEM, EDR, IDS, SOAR):
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Level 1: SOC Analyst:
__________________________________________
__________________________________________

Level 2: Senior Analyst / Incident Responder:
__________________________________________
__________________________________________

Level 3: Security Engineering / Platform Team:
	[bookmark: _o753c7n1lfb8]Security Engineering/Platform Team

	[image: People] Name
	[image: Dropdowns] Role
	[image: Dropdowns] Projects
	Notes

	Person
	Engineering
	Research
	Project planning

	Person
	Engineering
	Planning
	Research

	Person
	Engineering
	Implementation
	PlatEng

	Person
	Engineering
	Marketing
	PlatEng



Level 4: Security Leadership:
	[bookmark: _73cnx9641izl]Security Leadership

	[image: People] Name
	[image: Dropdowns] Role
	[image: Dropdowns] Projects
	Notes

	Person
	Engineering
	Research
	Project planning

	Person
	Engineering
	Planning
	Project planning



Level 5: Executive / Business Leadership:
	[bookmark: _bzakxwxmepa2]Executive Leadership
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	[image: Dropdowns] Projects
	Notes

	Person
	Project management
	Research
	Project planning

	Person
	Project management
	Planning
	Project planning



[bookmark: _jymetwyg57z8]3. Escalation Triggers
Escalation criteria must consider multiple dimensions.

Impact indicators:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Confidence indicators:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Scope indicators:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Persistence indicators:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Regulatory or legal indicators:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
[bookmark: _cciwhoqkiow8]4. Escalation Matrix
Incident category:
__________________________________________
__________________________________________

Initial handling level:
__________________________________________

Escalation threshold:
__________________________________________

Target escalation level:
__________________________________________

Expected response time:
__________________________________________

Permitted actions at target level:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
[bookmark: _cqwl8xy3u5lo]5. Authority and Decision Boundaries
Actions permitted at each escalation level:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Decisions requiring approval:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Actions explicitly not permitted without escalation:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
[bookmark: _n9xm9y7bsh3a]6. Communication Requirements
Primary incident channel:
__________________________________________

Secondary/backup channel:
__________________________________________

Update frequency per escalation level:
Level 0: __________________________________________
Level 1: __________________________________________
Level 2: __________________________________________
Level 3: __________________________________________
Level 4: __________________________________________
Level 5: __________________________________________

Stakeholders to notify at each level:
Level 0: __________________________________________
Level 1: __________________________________________
Level 2: __________________________________________
Level 3: __________________________________________
Level 4: __________________________________________
Level 5: __________________________________________
[bookmark: _hl3e9gyfb2eq]7. Automation and SOAR Integration
Alerts eligible for automated escalation:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Validation steps required before escalation:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Manual override conditions:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Safeguards against escalation storms:
[bookmark: _zeucvpk6un9s]8. Follow-the-Sun and Shift Handover
Regional SOC teams:

	Team
	Timezone

	Item
	x

	Item
	x

	…
	x



Escalation of ownership during handover:

	[bookmark: _w7jawx3c7c27]Security Engineering/Platform Team
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	[image: Dropdowns] Projects
	Notes

	Person
	Engineering
	Research
	Project planning

	Person
	Engineering
	Planning
	Research

	Person
	Engineering
	Implementation
	PlatEng

	Person
	Engineering
	Marketing
	PlatEng



Time-bound escalation rules:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Handover documentation requirements:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
[bookmark: _fwj4jlg3txfv]9. Escalation Failure Modes and Safeguards
Known escalation risks:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Mitigation controls:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________

Fallback escalation paths:
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
__________________________________________
[bookmark: _ak43zrxn7zts]10. Post-Incident Review
Escalation effectiveness review owner:
	[bookmark: _7z3hdvs0shk9]Escalation Effectiveness Review Owner
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	Notes

	Person
	Project management
	Research
	Prototyping



Metrics to review:

· Time to escalation
· Time to action
· Escalation reversals
· False positive escalations

Required corrective actions:
· Item
· Item
· Item
· Item
· …
[bookmark: _xf4eadk0aapa]11. Review and Maintenance
Matrix owner:

__________________________________________

Review cadence:

	[bookmark: _jjd3babrmpfj]Review Cadence

	[image: People] Owner
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	Person
	
	Date
	Not started

	Person
	
	Date
	Not started

	Person
	
	Date
	Not started



Last updated:

__________________________________________


This SOC Escalation Matrix template is provided for informational and illustrative purposes only. It does not constitute legal advice and should be reviewed and adapted to fit the specific requirements of each engagement.
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