[bookmark: _2vogyvmtxjvq]SOC Analyst Level 3 (L3)
[bookmark: _wdv8blxwrlua]Role overview
The SOC Analyst Level 3 (L3) is a senior security role responsible for handling the most complex threats, performing proactive threat hunting, and improving SOC detection and response capabilities. L3 analysts act as technical leaders within the SOC.
[bookmark: _iif0wxgnufmt]Key responsibilities
· Lead investigations of advanced, persistent, or evasive threats
· Perform proactive threat hunting across logs, endpoints, and cloud environments
· Analyze malware and suspicious artifacts when required
· Design, tune, and maintain SIEM and EDR detection rules
· Improve signal quality and reduce false positives across SOC tooling
· Research emerging attacker techniques and update detection coverage
· Mentor L1 and L2 analysts on complex incidents
· Contribute to SOC architecture, processes, and long-term improvements
[bookmark: _z4blih5d2km4]Required skills and knowledge
· Deep understanding of attack chains and adversary behavior
· Experience with threat hunting methodologies and tooling
· Detection engineering and rule development experience
· Strong knowledge of endpoint, network, and cloud security
· Ability to translate technical findings into strategic guidance
[bookmark: _aqt24sls23l2]Experience level
· Senior SOC, threat hunting, or security engineering role
· Typically 5+ years of security operations or incident response experience
[bookmark: _wacqbu2kbi8r]Success in this role looks like
· Detection of threats that bypass standard alerts
· Continuous improvement of SOC detection coverage
· Strong technical leadership and mentorship
These role descriptions are provided for general reference only. They are examples intended to support understanding and discussion, and should be adapted to each organization’s specific context and needs.
